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IN THE CLAIMS 

Please amend claim 3 as follows: 

1 . (PREVIOUSLY PRESENTED) A decryption device comprising: 
an internal-key storage section operable to store an intemal-key; 
a content-key storage section operable to store content-keys; 

a determination section operable to determine whether or not a value of the 
content-key storage section in its initial state and a current value of the content-key 
storage section are different; and 

an operation section, the operation section including: 

a first decrypting section operable to, when an encrypted content-key is input to 
the operation section, decrypt the encrypted content-key using the internal-key so as to 
obtain a content-key and store the content-key in the content-key storage section and 

a second decrypting section operable to, when an encrypted content is input to 
the operation section and the determination section determines that the value of the 
content-key storage section in its initial state and the current value of the content-key 
storage section are different, decrypt the encrypted content using the current value of 
the content-key storage section as the content-key so as to obtain a first output data 
and output the first output data to outside of the decryption device. 

2. (PREVIOUSLY PRESENTED) A decryption device according to claim 1 r 
further comprising a content-key generation section operable to generate a content-key 
used for encrypting a content based on random numbers and store the generated 
content-key in the content-key storage section, wherein the operation section further 
includes: 

a first encrypting section operable to encrypt the content-key used for encrypting 
a content so as to obtain an encrypted content-key and output the encrypted content- 
key to outside of the decryption device and 

a second encrypting section operable to, when a content is input to the operation 
section and the determination section determines that the value of the content-key 
storage section in its initial state and the current value of the content-key storage 
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section are different, encrypt the content using the current value of the content-key 
storage section as a content-key so as to obtain a second output data and output the 
second output data to outside of the decryption device. 

3. (CURRENTLY AMENDED) A decryption device according to claim 1, further 
comprising a mutual authentication section operable to determine whether or not a 
mutual authentication has been made between the mutual authentication section and a 
storage device which is located outside the decryption devlce ± and-ste*© the encrypted 
content-key being stored in the stor age device; 

wherein the second decrypting section is operable to decrypt the encrypted 
content when the mutual authentication section determines that the mutual 
authentication has been made. 

4. (PREVIOUSLY PRESENTED) A decryption device according to claim 1 , 
wherein: 

the internal-key storage section is operable to store a plurality of internal-keys; 

and 

the internal-key storage section is operable to select one of the plurality of 
internal-keys as the internal-key based on internal-key selection information input from 
outside the decryption device to the decryption device. 

5. (PREVIOUSLY PRESENTED) A decryption device according to claim 1, 
wherein: 

the second decrypting section is further operable to prevent decryption of the 
encrypted content when the determination section determines that the value of the 
content-key storage section in its initial state and the current value of the content-key 
storage section are the same. 
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6. (PREVIOUSLY PRESENTED) A method for decrypting encrypted content in a 
decryption device including an internal-key storage section and a content-key storage 
section, the method comprising: 

storing an internal-key in the intemal-key storage section; 

storing content-keys in the content-key storage section; 

determining whether or not a value of the content-key storage section in its initial 
state and a current value of the content-key storage section are different; and 

decrypting an encrypted content-key provided to the decryption device by using 
the intemal-key so as to obtain a content-key and storing the content-key in the content- 
key storage section; and 

when it is determined that the value of the content-key storage section in its initial 
state and the current y/alue of the content-key storage section are different, decrypting 
the encrypted content using the current value of the content-key storage section as the 
content-key so as to obtain a first output data and outputting the first output data to 
outside of the decryption device. 

7. (PREVIOUSLY PRESENTED) A method according to claim 6, further 
comprising: 

generating a content-key used for encrypting a content based on random 
numbers and storing the generated content-key in the content-key storage section; 

encrypting the content-key used for encrypting the content so as to obtain an 
encrypted content-key and outputting the encrypted content-key to outside of the 
decryption device; and 

when it is determined that the value of the content-key storage section in its initial 
state and the current value of the content-key storage section are different, encrypting 
the content using the current value of the content^key storage section as a content-key 
so as to obtain a second output data and output the second output data to outside of the 
decryption device. 
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8. (PREVIOUSLY PRESENTED) A method according to claim 6, further 
comprising: 

storing a plurality of internal-keys in the internal-key storage section; and 
selecting one of the plurality of internal-keys as the internal-key based on 

intemal-key selection information input from outside the decryption device to the 

decryption device. 

9. (PREVIOUSLY PRESENTED) A method according to daim 6, further 
comprising: 

preventing decryption of the encrypted content when it is determined that the 
value of the content-key storage section in its initial state and the current value of the 
content-key storage section are the same. 



i774%o.i p&oe 5 of 8 

PAGE 8/13 1 RCVD AT 116/2006 5:53:17 PM [Eastern Standard Time] ' SVR:U$PTO-EFXRF-6/33 ' DMS:2738300 * CSfl):602 382 6070' DURATION (mm-ss):0340 



